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1 Hotlist Service 
This chapter contains all components and interfaces concerning the Hotlist Service as part of 

the Scheme Manager. 

 
 

 
Figure 1: Overview hotlist service system 

This diagram shows the interfaces which are implemented and used by the hotlist service 

system.  
 
 

1.1 Hotlist Service System 
System (component) which implements the necessary functionality for the Hotlist Service and 

implements interfaces for  

• the Application Owner Module, 

• Security Manager Module, 

• Customer Contract Partner System, 

• Service Operator System and 

• Product Owner System.    

cmp Overview hotlist service system

Hotlist Service System

«interface»
CcpHotlistingInterface

«interface»
HotlistRetrievalInterface

«interface»
ProductAcceptanceConfigurationInterface

«interface»
SamHotlistingInterface

«interface»
SchemeManagerHotlistingInterface

«service»
Product Owner

Back-Office Main
Module

«service»
Customer
Contract

Partner Back-
Office Main

Module

«service»
Service

Operator Back-
Office Main

Module

(((eTicket
Security Hub

«interface»
HotlistMonitoringInformationRetrievalInterface

«interface»
OrganisationInformationInterface

Specified in (((etiCORE

Interface definition

Provides an interface to others

Uses an interface from others

Component Diagram

«interface»
ApplicationInformationInterface

Media Public Key
Infrastructure

«interface»
MediaPkiLdapInterface

«interface»
IonPkiLdapInterface

ION Public Key
Infrastructure

IonPkiLdapInterface

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=F5A56FDD-9010-4FC8-87B2-8DF9825C50A6
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=BCABB424-55AD-4E01-9765-63F4E9B1B248
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=F5A56FDD-9010-4FC8-87B2-8DF9825C50A6
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=2E1D3D36-ED25-47F1-AD01-DD81F2652D1A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=6EEBEB9E-4F01-44B7-85CF-2EA604F33B58
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=4F2E9B76-61AF-4BF8-AD2C-4CD67E335B9A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=23F3D19E-0FC6-4438-A7BE-C6A256E4F8B4
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=50F13A63-EA67-4F48-B5F9-5D8DF091A5E7
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2 Verifying Lists Updated via 

Increments 
Incremental lists are used for large lists containing thousands of entries. 

These lists occur in the hotlist service for lists of hotlisted application instances and 

entitlements, as well as in the action list service when fetching the newest action list. 
 

Instead of fetching a full list, an incremental list can be used. This list only contains the 

differences between a specified last list and the current one. 

These differences have to be merged into the current inventory. To verify that the updated 

inventory is equal to the inventory of a full list, a certain checksum algorithm is used. 

 
 

 
Figure 2: Verify action list updated via increments 

  
 

sd Verify action list updated via increments

«Service»

Product Owner Back-Office Ordered Action

Management Module

(from Product Owner)

«Service»

Customer Contract Partner Back-Office Order

Execution Module

(from Customer Contract Partner System)

calculate checksum()

verifyActionListUpdatedViaIncrements(VerifyActionListUpdatedViaIncrements)

update action list inventory()

:GetIncrementalActionListResponse

getIncrementalActionList(GetIncrementalActionList)

calculate checksum()

VerifyActionListUpdatedViaIncrementsResponse or VerifyActionListUpdatedViaIncrementsException()



                        

 

Hotlist Service System Specification (((etiCORE 

                             

www.eticket-deutschland.de     6 of 72 

 
Figure 3: Verify application hotlist updated via increments 

  
 

 
Figure 4: Verify entitlement hotlist updated via increments 

  
 
 

2.1 Checksum calculation for hotlist and action 

list verification 
The actual calculation of the checksum differs per list and is given in the corresponding use 

cases. Here, we describe some aspects that apply to all of them. 

sd Verify application hotlist updated via increments

Hotlist Service System

(from Hotlist Service)

Back-Office Main

Module

(from Explanatory Actors)

verifyApplicationHotlistUpdatedViaIncrements(VerifyApplicationHotlistUpdatedViaIncrements)

calculate checksum()

calculate checksum()

getIncrementalApplicationHotlist(GetIncrementalApplicationHotlist)

:GetIncrementalApplicationHotlistResponse

:VerifyEntitlementHotlistUpdatedViaIncrementsResponse or VerifyEntitlementHotlistUpdatedViaIncrementsException

update hotlist inventory()

sd Verify entitlement hotlist updated via increments

Hotlist Service System

(from Hotlist Service)

Back-Office Main

Module

(from Explanatory Actors)

update hotlist inventory()

calculate checksum()

:VerifyEntitlementHotlistUpdatedViaIncrementsResponse or VerifyEntitlementHotlistUpdatedViaIncrementsException

:GetIncrementalEntitlementHotlistResponse

verifyEntitlementHotlistUpdatedViaIncrements(VerifyEntitlementHotlistUpdatedViaIncrements)

calculate checksum()

getIncrementalEntitlementHotlist(GetIncrementalEntitlementHotlist)
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The data objects are encoded according to the distinguished encoding rules (DER) per the 

corresponding ASN.1 schemata including tag and length. 

The hash algorithm to use is SHA-256. 

We always sort lexicographically in ascending order. 
 

Pseudo code to calculate the hash value: 

hash( concatenate( sort( [ serialise(entry) for entry in entries ] ) ) )  
 
 

2.2 Example calculation for an action list 

inventory 
Action list inventory (reduced to the parts relevant to hashing) to verify: 

[ 

    { 

        "entitlementUnblockingActionListEntry": { 

            "actionListEntryBaseInformation": { 

                "orderId": { 

                    "orderNumber": 108, 

                    "orderingCcp": 123 

                } 

            } 

        } 

    }, 

    { 

        "entitlementIssuanceActionListEntry": { 

            "actionListEntryBaseInformation": { 

                "orderId": { 

                    "orderNumber": 109, 

                    "orderingCcp": 123 

                } 

            } 

        } 

    }, 

    { 

        "entitlementTerminationActionListEntry": { 

            "actionListEntryBaseInformation": { 

                "orderId": { 

                    "orderNumber": 111, 

                    "orderingCcp": 123 

                } 

            } 

        } 

    }, 

    { 

        "entitlementBlockingActionListEntry": { 

            "actionListEntryBaseInformation": { 

                "orderId": { 

                    "orderNumber": 110, 

                    "orderingCcp": 123 

                } 

            } 

        } 

    } 

] 
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Intermediate result after serialisation: 

[0x4D017B5A016C, 

0x4D017B5A016D, 

0x4D017B5A016F, 

0x4D017B5A016E] 
 

Intermediate result after sorting: 

[0x4D017B5A016C, 

0x4D017B5A016D, 

0x4D017B5A016E, 

0x4D017B5A016F] 
 

Final result after applying SHA-256: 

0x1376FF1481CB9B73DDADDC5F4588478A506EE4129AA345B2D408E37DF1FB51E8  
 
 

2.3 Example calculation for an application 

hotlist inventory 
Application hotlist inventory to verify: 

[ 

    { 

        "applicationInstanceId": { 

            "registrationAuthorityId": 10004, 

            "subjectRole": "0x1F", 

            "subjectNumber": "0x00000004" 

        }, 

        "applicationTransitionCounter": 0, 

        "applicationBlockingMode": 10 

    }, 

    { 

        "applicationInstanceId": { 

            "registrationAuthorityId": 10004, 

            "subjectRole": "0x1B", 

            "subjectNumber": "0x00000002" 

        }, 

        "applicationTransitionCounter": 6, 

        "applicationBlockingMode": 0 

    }, 

    { 

        "applicationInstanceId": { 

            "registrationAuthorityId": 10004, 

            "subjectRole": "0x1B", 

            "subjectNumber": "0x000001" 

        }, 

        "applicationTransitionCounter": 0, 

        "applicationBlockingMode": 0 

    } 

] 
 

Intermediate result after serialisation: 

[0x640D4D02271480011F82040000000458010002010A, 

0x640D4D02271480011B820400000002580106020100, 

0x640C4D02271480011B8203000001580100020100] 
 



                        

 

Hotlist Service System Specification (((etiCORE 

                             

www.eticket-deutschland.de     9 of 72 

Intermediate result after sorting: 

[0x640C4D02271480011B8203000001580100020100, 

0x640D4D02271480011B820400000002580106020100, 

0x640D4D02271480011F82040000000458010002010A] 
 

Final result after applying SHA-256: 

0x98152207B15DE600F0A98974CA510DDB6A3034E661BFE4287BF808128C61C6E2  
 
 

2.4 Example calculation for an entitlement 

hotlist inventory 
Entitlement hotlist inventory to verify: 

[ 

    { 

        "entitlementBlockingMode": 0, 

        "entitlementId": { 

            "ccpOrgId": 348, 

            "entitlementIssuanceCounter": 1005, 

            "samId": { 

                "registrationAuthorityId": 2713, 

                "subjectNumber": "0x00000002", 

                "subjectRole": "0x13" 

            } 

        }, 

        "entitlementTransitionCounter": 0 

    }, 

    { 

        "entitlementBlockingMode": 20, 

        "entitlementId": { 

            "ccpOrgId": 5730, 

            "entitlementIssuanceCounter": 120, 

            "samId": { 

                "registrationAuthorityId": 2713, 

                "subjectNumber": "0x00000002", 

                "subjectRole": "0x13" 

            } 

        }, 

        "entitlementTransitionCounter": 0 

    }, 

    { 

        "entitlementBlockingMode": 0, 

        "entitlementId": { 

            "ccpOrgId": 36, 

            "entitlementIssuanceCounter": 48905, 

            "samId": { 

                "registrationAuthorityId": 2713, 

                "subjectNumber": "0x00000002", 

                "subjectRole": "0x13" 

            } 

        }, 

        "entitlementTransitionCounter": 6 

    } 

] 
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Intermediate result after serialisation: 

[0x6E174D02015C640D4D020A998001138204000000024B0203ED580100020100, 

0x6E164D021662640D4D020A998001138204000000024B0178580100020114, 

0x6E174D0124640D4D020A998001138204000000024B0300BF09580106020100] 
 

Intermediate result after sorting: 

[0x6E164D021662640D4D020A998001138204000000024B0178580100020114, 

0x6E174D0124640D4D020A998001138204000000024B0300BF09580106020100, 

0x6E174D02015C640D4D020A998001138204000000024B0203ED580100020100] 
 

Final result after applying SHA-256: 

0xC58276BE0B189DEAB6350B85588F80EF016153D01002B14F192B85B1FAA38124    
 
 

3 Hotlist Entry Management 
Functionality bundle that provides use cases to modify hotlists for entitlements, applications, 

SAMs, organisation and keys. 
 

3.1 Overview 
 

Add application to hotlist 

Retrieve CV certificate over signing key 

Determine user medium owner 

Remove application from hotlist 

Add entitlement to hotlist 

Remove entitlement from hotlist 

Add SAM to hotlist 

Determine SAM owner 

Remove SAM from hotlist 

Add authentication key to hotlist 

Remove authentication key from hotlist 

Add organisation to hotlist 

Remove organisation from hotlist 
 

3.2 Use Cases 
 

3.2.1  Add application to hotlist 
  



                        

 

Hotlist Service System Specification (((etiCORE 

                             

www.eticket-deutschland.de     11 of 72 

 
 
 

Use Case Add application to hotlist 

Description The pCCP sends a hotlisting request for an application instance ID 

coming from a chip-based user medium or an SCE ID coming from 

a MOTICS app. 

The Hotlist service system checks the request. 

The hotlist service system determines the application/user medium 

owner and compares it with the sender. 

The hotlist service system performs further checks. 

If all checks are positive, the application is added to the application 

hotlist. 

Note: the application hotlist that is compiled in the next hotlist 

cycle will contain the hotlist entry with the application instance ID 

or SCE ID. When the new hotlist is requested and distributed to the 

terminals, the new entry is taken into account when the check 

against the hotlist is performed. 

Initiating Actor Primary Customer Contract Partner Back-Office Main Module 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

Determine user medium owner 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

uc Add application to hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Add application to hotlist

HLS-S::Add application to hotlist

Hotlist Service System

Add application to hotlist

Primary Customer
Contract Partner
Back-Office Main

Module

«primary»

Synchronous ION use case
processor side

«support»

Determine user medium
owner

«include»

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=4C0FFF92-8621-45b5-B0B3-D7C0200436F2
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=671E73CE-B39B-40ed-847D-DB8110EE916E
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=E2807600-9247-427e-B518-B8D34C062D9F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=E58507A9-8018-42b4-97F2-A0F69D47311A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=35196DC7-9A3C-4031-A0DB-084A92F20761
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Base Activity 

Inputs Add application to hotlist : addApplicationToHotlist 

Outputs Add application to hotlist response : 

addApplicationToHotlistResponse 

Error Cases E_HL_HOTLIST_ENTRY_EXPIRATION_TIME_TOO_FAR 

E_HL_UNAUTHORISED_TO_ADD_TO_OR_REMOVE_FROM_HOTLIST 

E_CO_UNKNOWN_BLOCKING_MODE 

E_HL_HOTLIST_ENTRY_EXPIRATION_TIME_IN_THE_PAST 

E_HL_HOTLIST_ENTRY_ALREADY_EXISTS 

E_CO_THIRD_PARTY_SYSTEM_ERROR 

E_CO_APP_INSTANCE_ID_UNKNOWN 

E_HL_INVALID_TRANSITION_COUNTER 

E_HL_INVALID_BLOCKING_MODE 

E_HL_INVALID_BLOCKING_MODE 

E_HL_INVALID_TRANSITION_COUNTER 

E_CO_WRONG_SECURITY_LEVEL 

E_CO_WRONG_SUBJECT_ROLE 

Add application to hotlist exception : 

addApplicationToHotlistException 

Activity Diagram HLS-S::Add application to hotlist 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=79D417D2-F16B-4f5e-B0BB-5AE1076C1696
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=BB09DBC9-40EB-4b62-855F-5E060184B962
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=BB09DBC9-40EB-4b62-855F-5E060184B962
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=E3EA62F2-1C22-4b28-B08A-B33B0421B0AF
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=A8CB3D8E-9E0A-44ac-9E10-2188A6A17DB7
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=F54288AC-F531-45fb-9ECE-7D520979DAE1
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=26EB109E-B9AB-43e3-8ECA-09D8A900872E
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=43C0CE4C-3683-49d4-A575-CF70DCCBE4AC
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=790E9C09-857B-4bbd-9BD0-52E9A30F654A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=0C1C8948-82E7-4e5f-9C40-C456F2289EB6
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=BA42FAFF-5982-48e2-B6DB-1B53E006A0E6
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=35D2CBC0-7D43-4bcb-8882-62CD72A9427D
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B000368B-7ECC-4e82-A505-812D6F32D672
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=6291B6E8-1F36-496c-98EA-80CAEFA908BD
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=ECB316D2-570E-49a4-989C-903343EB7CAC
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B749CCD1-8FFB-4976-A77C-E01F66E95B0A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=26C89C8B-3A35-43eb-850C-7D40C6CB24AC
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=26C89C8B-3A35-43eb-850C-7D40C6CB24AC
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=132EFC12-4B67-467e-AE90-B21726B0BFB4
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3.2.2  Retrieve CV certificate over signing key 
  

 
 
 

Use Case Retrieve CV certificate over signing key 

Description Retrieve the latest certificate over the signing key of an end entity. 

Note that there might be several certificates for this end entity that 

are not relevant here: superseded certificates and certificates over 

keys not used for signature purposes. 

Initiating Actor  

Reacting Actor Service Operator Back-Office Main Module 

Customer Contract Partner Back-Office Main Module 

Product Owner Back-Office Main Module 

Hotlist Service System 

Preconditions  

uc Retrieve CV certificate over signing key

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«support»
Retrieve CV certificate over signing key

Retrieve CV certificate over signing key

BO-Main, HLS-S::Retrieve CV certificate over
signing key

Service Operator
Back-Office Main

Module

Hotlist Service
System

Product Owner
Back-Office Main

Module

Customer Contract
Partner Back-Office

Main Module

«support»

Handle LDAP search
request

«include»

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=7ED5715B-B509-4944-95CD-4FAE6810683A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=0E1DFD77-51BE-4cee-B69D-4E526A8EDCD2
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=2E230B50-0426-41c2-B6C2-36E37F2EAC6D
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=1BEECEB6-C0B6-450d-ADD4-E1183C859B95
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=E2807600-9247-427e-B518-B8D34C062D9F
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Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

Handle LDAP search request 

Linked Use Cases 

(Realises) 

 

Base Activity 

Inputs App instance ID : AppInstanceId 

Outputs CV certificate over signing key : CvCertificate 

Error Cases M-PKI not reachable 

Unknown app instance ID 

Activity Diagram BO-Main, HLS-S::Retrieve CV certificate over signing key 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=E6B82510-08B7-4aa0-9C07-BA2F26FBC2D9
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=5E8713CD-FDB3-434b-B85C-25382CAC395F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=CE4453BC-B57E-4cb8-8EBE-95FC17F34C04
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=67B3749D-575D-4cda-9AC4-70B58BEACA00
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=3406A426-E090-4cad-9486-EA4DA3398DB6
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=BE2ACEFD-437A-4549-B6FC-D5581725DDA6
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3.2.3  Determine user medium owner 
  

 
 
 

Use Case Determine user medium owner 

Description Determine the owner of a user medium with an application or SCE 

(in case of MOTICS with static entitlement) in a back-office system 

using the ownership information contained in the corresponding 

certificate. 

To determine the user medium owner, the matching CV certificate 

is to be fetched, so the caller retrieves the latest certificate over 

the signing key of an end entity. 

Note that there might be several certificates for this end entity, 

that are not relevant here: superseded certificates and certificates 

for keys not used for signature purposes. Thus, the right certificate 

that delivers the owner organisation ID has to be filtered. 

Initiating Actor  

Reacting Actor Customer Contract Partner Back-Office Main Module 

uc Determine user medium owner

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«support»
Determine user medium owner

Determine user medium owner

Determine user medium owner

Customer Contract
Partner Back-Office

Main Module

Service Operator
Back-Office Main

Module

Product Owner
Back-Office Main

Module

Hotlist Service System

«support»

Retrieve CV certificate
over signing key

«include»

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=ABDCD555-7390-478b-8CBC-28967EA94EA4
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=2E230B50-0426-41c2-B6C2-36E37F2EAC6D
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Service Operator Back-Office Main Module 

Product Owner Back-Office Main Module 

Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

Retrieve CV certificate over signing key 

Linked Use Cases 

(Realises) 

 

Base Activity 

Inputs App instance ID : AppInstanceId 

Outputs Org ID of user medium owner : OrganisationId 

Error Cases M-PKI not reachable 

Unknown app instance ID 

Activity Diagram Determine user medium owner 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=0E1DFD77-51BE-4cee-B69D-4E526A8EDCD2
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=1BEECEB6-C0B6-450d-ADD4-E1183C859B95
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=E2807600-9247-427e-B518-B8D34C062D9F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=95FC1A07-1D03-47ce-962B-7BF0EB33A301
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=5E8713CD-FDB3-434b-B85C-25382CAC395F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=D858184D-A09E-4692-B606-2090AD9B71B0
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=4F04A26D-0B87-4642-B51C-B0D4145D1C68
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=348A7645-8E8C-41ae-B2AB-DF7541648958
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=AD0845C2-2240-4f65-ADAD-AA671D2DC3FD
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3.2.4  Remove application from hotlist 
  

 
 
 

Use Case Remove application from hotlist 

Description The pCCP sends a request to remove an application from the 

application hotlist.  

This can be caused either by an incoming application blocked 

notification or by other reasons (e.g. the customer found his "lost" 

user medium in his pocket). 

The hotlist service checks the request. The application owner is 

determined to ensure that the sender was authorised to remove 

the hotlist entry. Finally the hotlist service removes the application 

instance ID from the hotlist. 

The application hotlist in the next cycle will no longer contain the 

entry of this application instance. When the new hotlist is 

requested and distributed to the terminals, the application instance 

will no longer be considered during the hotlist check. 

Note: in the ION context, this is a Synchronous ION use case 

processor side due to the synchronous call to the hotlist service 

system. 

Initiating Actor Primary Customer Contract Partner Back-Office Main Module 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases  

uc Remove application from hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Remove application from hotlist

Remove application from hotlist

Primary Customer
Contract Partner
Back-Office Main

Module

Hotlist Service System

«primary»

Synchronous ION use
case processor side

HLS-S::Remove application from hotlist

«support»

Determine user medium
owner

«include»

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=34EFD11F-A67D-4528-9334-2AE05169A575
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=EA1D7154-CEFC-432A-8CE7-C7B61556ACE2
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=EA1D7154-CEFC-432A-8CE7-C7B61556ACE2
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=EA1D7154-CEFC-432A-8CE7-C7B61556ACE2
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=671E73CE-B39B-40ed-847D-DB8110EE916E
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=E2807600-9247-427e-B518-B8D34C062D9F
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(Extended By) 

Linked Use Cases 

(Includes) 

Determine user medium owner 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Remove application from hotlist : removeApplicationFromHotlist 

Outputs Hotlisting removal processed : 

removeApplicationFromHotlistResponse 

Error Cases E_HL_UNAUTHORISED_TO_ADD_TO_OR_REMOVE_FROM_HOTLIST 

E_HL_HOTLIST_ENTRY_ALREADY_REMOVED 

E_HL_HOTLIST_ENTRY_NOT_FOUND 

E_CO_THIRD_PARTY_SYSTEM_ERROR 

E_CO_APP_INSTANCE_ID_UNKNOWN 

E_CO_WRONG_SECURITY_LEVEL 

E_CO_WRONG_SUBJECT_ROLE 

Remove application from hotlist exception : 

removeApplicationFromHotlistException 

Activity Diagram HLS-S::Remove application from hotlist 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=E58507A9-8018-42b4-97F2-A0F69D47311A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=35196DC7-9A3C-4031-A0DB-084A92F20761
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=82C74F28-F755-4f30-A455-EC466ABFBF2D
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B60BF61B-EBB8-4daf-8A47-50DB694DC79F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B60BF61B-EBB8-4daf-8A47-50DB694DC79F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9134E580-9A72-4518-8189-C179490E871A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=55F16D49-5EEF-4a03-86D2-B94456FA08ED
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=6AE38E05-035C-40d5-B656-E93FD210B1BE
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=BEE11055-F79D-4f29-B563-7F3BBE6BC7F3
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=C81FD3E7-5BD3-427f-B946-702C76DB60AA
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=ECB316D2-570E-49a4-989C-903343EB7CAC
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B749CCD1-8FFB-4976-A77C-E01F66E95B0A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=5460F327-B8B5-4ef1-A49D-9E00C619627F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=5460F327-B8B5-4ef1-A49D-9E00C619627F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=7A93019B-EAE3-4050-8E08-33E314FB2E1A


                        

 

Hotlist Service System Specification (((etiCORE 

                             

www.eticket-deutschland.de     19 of 72 

3.2.5  Add entitlement to hotlist 
  

 
 
 

Use Case Add entitlement to hotlist 

Description The pCCP sends a hotlisting request for an entitlement ID coming 

from a chip-based user medium or an entitlement ID from a static 

entitlement. 

The Hotlist service system checks the request. 

If all checks are positive, the entitlement is added to the 

entitlement hotlist. 

Note: the entitlement hotlist that is compiled in the next hotlist 

cycle will contain the hotlist entry with the entitlement. When the 

new hotlist is requested and distributed to the terminals, the new 

entry is taken into account when the check against the hotlist is 

performed. 

Initiating Actor Primary Customer Contract Partner Back-Office Main Module 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

uc Add entitlement to hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Add entitlement to hotlist

HLS-S::Add entitlement to hotlist

Add entitlement to hotlist

Primary Customer
Contract Partner
Back-Office Main

Module

Hotlist Service System

«primary»

Synchronous ION use
case processor side

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=A06CD6A3-0EC0-4cb0-9F3D-26C96FD5255D
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=671E73CE-B39B-40ed-847D-DB8110EE916E
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=E2807600-9247-427e-B518-B8D34C062D9F
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Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Add entitlement to hotlist : addEntitlementToHotlist 

Outputs Add entitlement to hotlist response : 

addEntitlementToHotlistResponse 

Error Cases E_HL_UNAUTHORISED_TO_ADD_TO_OR_REMOVE_FROM_HOTLIST 

E_HL_HOTLIST_ENTRY_ALREADY_EXISTS 

E_HL_HOTLIST_ENTRY_EFFECTIVE_TIME_AFTER_EXPIRATION_TIM

E 

E_HL_HOTLIST_ENTRY_EXPIRATION_TIME_TOO_FAR 

E_CO_UNKNOWN_BLOCKING_MODE 

E_HL_HOTLIST_ENTRY_EXPIRATION_TIME_IN_THE_PAST 

E_HL_UNKNOWN_PRODUCT_OWNER 

E_HL_CCP_NOT_ACCEPTING_PRODUCT 

E_HL_HOTLIST_ENTRY_EFFECTIVE_TIME_TOO_FAR 

E_HL_INVALID_TRANSITION_COUNTER 

E_HL_INVALID_BLOCKING_MODE 

E_HL_INVALID_TRANSITION_COUNTER 

E_HL_INVALID_BLOCKING_MODE 

E_CO_WRONG_SECURITY_LEVEL 

E_CO_WRONG_SUBJECT_ROLE 

Add entitlemen to hotlist exception : 

addEntitlementToHotlistException 

Activity Diagram HLS-S::Add entitlement to hotlist 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=35196DC7-9A3C-4031-A0DB-084A92F20761
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=99FE1169-DEFF-4b3f-9F5C-43AEC2A057BF
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=A9222D49-13FF-4079-B31E-CC901369542A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=A9222D49-13FF-4079-B31E-CC901369542A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=7A907856-C539-42c8-8AB5-91D8FFD56010
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=99E1DC17-FF1D-4fcc-AAB0-3570686AFFA0
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=41D4B5AF-80B0-4227-B15E-4B5066FCA90F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=41D4B5AF-80B0-4227-B15E-4B5066FCA90F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=C1C64585-12A3-467c-B613-0080AB0C4BC0
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=8A116A86-B3FF-46f4-A194-E89D19B05E5D
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B284F3B6-B371-4a24-AC3F-409706172579
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9E6E8209-3ECA-4769-9C99-E1FB864E8DF9
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=76FE3CC1-FF3B-4d5a-99E1-815C8FFEDA56
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=14C99AB7-762F-43f4-990C-8C6AE1E45CDC
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=99958153-BF7E-4302-A908-DDCE6A3C541C
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=89A188F5-D78A-44cf-B6FC-A69DF54F11C4
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B4BB3563-BDFF-4ed3-8DA2-AC416BD2D45C
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=8A34A844-357C-46ca-9E7C-74D2FB4238F6
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=ECB316D2-570E-49a4-989C-903343EB7CAC
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B749CCD1-8FFB-4976-A77C-E01F66E95B0A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B4D8363A-7764-405e-B9A3-220984EAAE55
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B4D8363A-7764-405e-B9A3-220984EAAE55
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=44D7DF6D-AE97-44d1-84A7-5691EB1C3CD4
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3.2.6  Remove entitlement from hotlist 
  

 
 
 

Use Case Remove entitlement from hotlist 

Description The pCCP sends a request to remove an entitlement from the 

entitlement hotlist.  

This can be caused either by an incoming entitlement blocked 

notification or by other reasons (e.g. the customer contract allows 

suspension for a certain period of time. After this period, the 

temporary hotlist entry is removed). 

The hotlist service checks the request. Finally, the hotlist service 

removes the entitlement from the hotlist. 

The entitlement hotlist in the next cycle will no longer contain the 

entry of this entitlement. When the new hotlist is requested and 

distributed to the terminals, the entitlement ID will no longer be 

considered during the hotlist check. 
 

Note: in the ION context, this is a Synchronous ION use case 

processor side due to the synchronous call to the hotlist service. 

Initiating Actor Primary Customer Contract Partner Back-Office Main Module 

Reacting Actor Hotlist Service System 

uc Remove entitlement from hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Remove entitlement from hotlist

HLS-S::Remove entitlement from hotlist

Remove entitlement from hotlist

Hotlist Service SystemPrimary Customer
Contract Partner
Back-Office Main

Module

«primary»

Synchronous ION use
case processor side

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=61F0E7A4-3FEA-4008-9F57-36E1396C668E
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=EA1D7154-CEFC-432A-8CE7-C7B61556ACE2
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=EA1D7154-CEFC-432A-8CE7-C7B61556ACE2
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=EA1D7154-CEFC-432A-8CE7-C7B61556ACE2
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=671E73CE-B39B-40ed-847D-DB8110EE916E
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=E2807600-9247-427e-B518-B8D34C062D9F
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Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Remove entitlement from hotlist : removeEntitlementFromHotlist 

Outputs Remove entitlement from hotlist response : 

removeEntitlementFromHotlistResponse 

Error Cases E_HL_UNAUTHORISED_TO_ADD_TO_OR_REMOVE_FROM_HOTLIST 

E_HL_HOTLIST_ENTRY_ALREADY_REMOVED 

E_HL_HOTLIST_ENTRY_NOT_FOUND 

E_CO_WRONG_SECURITY_LEVEL 

E_CO_WRONG_SUBJECT_ROLE 

Remove entitlement from hotlist exception : 

removeEntitlementFromHotlistException 

Activity Diagram HLS-S::Remove entitlement from hotlist 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=35196DC7-9A3C-4031-A0DB-084A92F20761
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=963ADC29-0A9A-41bb-B46B-FBEBEA6D8B70
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B82F3578-EEF1-4c3e-A697-EF9662082F02
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B82F3578-EEF1-4c3e-A697-EF9662082F02
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=27E9032A-3BD0-4dc5-A7A6-BFC3E3EBB889
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=20597A92-A781-48b8-A0E2-012EF682A737
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=EDF4F67C-53A2-4d6f-9B51-C7BAF4118965
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=ECB316D2-570E-49a4-989C-903343EB7CAC
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B749CCD1-8FFB-4976-A77C-E01F66E95B0A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=988830AE-91D6-4012-87C2-C7FD60D3B390
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=988830AE-91D6-4012-87C2-C7FD60D3B390
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=0890FD5A-F0D2-4070-BE8C-C2C6AB958030
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3.2.7  Add SAM to hotlist 
  

 
 
 

Use Case Add SAM to hotlist 

Description Use case to add a SAM to the SAM hotlist either by the SAM owner 

(SO or CCP) or the scheme manager (ESH module). 

The actor sends a request to add a SAM to the SAM hotlist.  

The Hotlist service system checks the request. In the case of an 

SO or CCP, the hotlist service determines the SAM owner to verify 

the authorisation of the sender to add the SAM to the hotlist. If the 

sender is the scheme manager, the determination of the SAM 

owner is skipped. 

If all checks are passed, the hotlist service system will add the 

SAM to the hotlist. 

Note: the SAM hotlist that is composed in the next hotlist cycle 

will contain the new hotlist entry. When the new hotlist is 

requested and distributed to the terminals, the new entry is taken 

into account when the check against the hotlist is performed. 

Note: this process is irreversible since the SAM will also be 

terminated and its certificate revoked. This is done for security 

uc Add SAM to hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Add SAM to hotlist

HLS-S::Add SAM to hotlist

Add SAM to hotlist

Hotlist Service System
Customer Contract
Partner Back-Office

Main Module

Service Operator
Back-Office Main

Module

«primary»

Synchronous ION use case
processor side

(((eTicket Security Hub

«support»

Determine SAM owner

«extend»

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=5B8FFF3D-2992-49bc-80FA-813D810C9DA0
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level-3 SAMs as well as for level-2 SAMs. 

Initiating Actor Customer Contract Partner Back-Office Main Module 

Service Operator Back-Office Main Module 

(((eTicket Security Hub 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

Determine SAM owner 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Add SAM to hotlist : addSamToHotlist 

Outputs Add SAM to hotlist response : addSamToHotlistResponse 

Error Cases E_HL_HOTLIST_ENTRY_ALREADY_EXISTS 

E_HL_UNAUTHORISED_TO_ADD_TO_OR_REMOVE_FROM_HOTLIST 

E_CO_THIRD_PARTY_SYSTEM_ERROR 

E_CO_APP_INSTANCE_ID_UNKNOWN 

E_CO_WRONG_SECURITY_LEVEL 

E_CO_WRONG_SUBJECT_ROLE 

Add SAM to hotlist exception : addSamToHotlistException 

Activity Diagram HLS-S::Add SAM to hotlist 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=2E230B50-0426-41c2-B6C2-36E37F2EAC6D
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https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=D238A4EE-754B-4726-B29C-F4E146267A8B
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=ECB316D2-570E-49a4-989C-903343EB7CAC
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3.2.8  Determine SAM owner 
  

 
 
 

Use Case Determine SAM owner 

Description Determine the SAM Owner (organisation ID and role) for a given 

SAM ID using the service provided by the ESH. 

Initiating Actor  

Reacting Actor Customer Contract Partner Back-Office Main Module 

Service Operator Back-Office Main Module 

Hotlist Service System 

Product Owner Back-Office Main Module 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases Handle request to determine SAM owner 

uc Determine SAM owner

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«support»
Determine SAM owner

Determine SAM owner

«primary»

Handle request to
determine SAM owner

«primary»

Synchronous ION use
case initiator side

BO-Main, HLS-S::Determine SAM owner

Customer Contract
Partner Back-Office

Main Module

Service Operator
Back-Office Main

Module

Product Owner
Back-Office Main

Module

Hotlist Service System

«include»

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=60769E0D-277A-4c56-8C4F-7358084F8E8E
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=2E230B50-0426-41c2-B6C2-36E37F2EAC6D
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=0E1DFD77-51BE-4cee-B69D-4E526A8EDCD2
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=E2807600-9247-427e-B518-B8D34C062D9F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=1BEECEB6-C0B6-450d-ADD4-E1183C859B95
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=14DDDE2F-C359-421d-B228-5F8CD06607DE
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(Includes) 

Linked Use Cases 

(Realises) 

Synchronous ION use case initiator side 

Base Activity 

Inputs SAM ID : AppInstanceId 

Outputs SAM owner : OrganisationalUnit 

Error Cases E_CO_APP_INSTANCE_ID_UNKNOWN 

Unknown SAM : E_CO_APP_INSTANCE_ID_UNKNOWN 

Timeout 

Activity Diagram BO-Main, HLS-S::Determine SAM owner 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=22AF204B-1B0E-4233-9C99-B71022510545
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https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=AB8A6813-6A14-4713-A5C8-6A26183C2351
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=D238A4EE-754B-4726-B29C-F4E146267A8B
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=0BBFE697-A57B-4622-B340-6E5258DFBB67
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=C1A4D674-8B1E-4d8b-971B-D95B6BD4D5AA
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=41AA425C-F06B-4f00-8A57-103C4AEDCE5F
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3.2.9  Remove SAM from hotlist 
  

 
 
 

Use Case Remove SAM from hotlist 

Description Rare use case for the hotlist service system to remove a SAM from 

the SAM hotlist.  

Only the scheme manager's ESH is allowed to remove a SAM from 

the hotlist. 

Note: the SAM hotlist in the next cycle will no longer contain the 

entry of this SAM. When the new hotlist is requested and 

distributed to the terminals, the SAM will no longer be considered 

during the hotlist check. 

Initiating Actor (((eTicket Security Hub 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Remove SAM from hotlist : removeSamFromHotlist 

Outputs Remove sam from hotlist response : 

removeSamFromHotlistResponse 

Error Cases E_HL_UNAUTHORISED_TO_ADD_TO_OR_REMOVE_FROM_HOTLIST 

E_HL_HOTLIST_ENTRY_NOT_FOUND 

uc Remove SAM from hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Remove SAM from hotlist

HLS-S::Remove SAM from hotlist

Remove SAM from hotlist

Hotlist Service System

«primary»

Synchronous ION use
case processor side

(((eTicket Security Hub

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=D22DDF69-C66B-45f7-B91D-80FF45107A53
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=E2807600-9247-427e-B518-B8D34C062D9F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=35196DC7-9A3C-4031-A0DB-084A92F20761
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=DE389F67-B15C-4498-9AD7-EA1393502EAC
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=6B67D6BB-1C1E-4602-9CD4-EA333159FB0A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=6B67D6BB-1C1E-4602-9CD4-EA333159FB0A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=2E7579AA-D8DA-4074-B7AF-0A354CCDA815
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=3A24D6B3-F6B1-4415-880E-D9F5C105E921
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E_HL_HOTLIST_ENTRY_ALREADY_REMOVED 

E_CO_WRONG_SECURITY_LEVEL 

E_CO_WRONG_SUBJECT_ROLE 

Remove SAM from hotlist exception : 

removeSamFromHotlistException 

Activity Diagram HLS-S::Remove SAM from hotlist 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=A9639972-9AA6-4b8d-ADDF-3DBD6A1D213E
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=ECB316D2-570E-49a4-989C-903343EB7CAC
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B749CCD1-8FFB-4976-A77C-E01F66E95B0A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=5C236445-C3C7-4ffd-B0FB-DED30D25AF9B
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=5C236445-C3C7-4ffd-B0FB-DED30D25AF9B
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=782D114E-EE88-4a0f-B330-B98DC6C63503
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3.2.10  Add authentication key to hotlist 
  

 
 
 

Use Case Add authentication key to hotlist 

Description The authentication key is to be hotlisted. 

This can only be done by the scheme manager's ESH. 

Note: the authentication key hotlist that is compiled in the next 

hotlist cycle will contain the new hotlist entry. When the new 

hotlist is requested and distributed to the terminals, the new entry 

is taken into account when the check against the hotlist is 

performed. 

Initiating Actor (((eTicket Security Hub 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

uc Add authentication key to hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Add authentication key to hotlist

(((eTicket Security Hub
Hotlist Service System

Add authentication key to hotlist

«primary»

Synchronous ION use
case processor side

HLS-S::Add authentication key to hotlist

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=15D0BF21-8698-468f-96B8-01B9E762A951
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=E2807600-9247-427e-B518-B8D34C062D9F
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Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Add authentication key to hotlist : addAuthenticationKeyToHotlist 

Outputs Add authentication key to hotlist response : 

addAuthenticationKeyToHotlistResponse 

Error Cases E_HL_UNAUTHORISED_TO_ADD_TO_OR_REMOVE_FROM_HOTLIST 

E_HL_HOTLIST_ENTRY_ALREADY_EXISTS 

Add authentication key to hotlist exception : 

addAuthenticationKeyToHotlistException 

Activity Diagram HLS-S::Add authentication key to hotlist 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=35196DC7-9A3C-4031-A0DB-084A92F20761
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=297599A0-DCF3-4659-B42A-9C9B405E12EC
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=DCCA8701-8B31-41fe-AA68-B65152CBAB7B
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=DCCA8701-8B31-41fe-AA68-B65152CBAB7B
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=876288FD-D08B-454b-8720-2F02962D9F28
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=00292DE6-916A-4c21-B27F-D3CB87D9B9EE
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=91F466A5-FE2B-440e-AA6C-EDACA810C024
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=91F466A5-FE2B-440e-AA6C-EDACA810C024
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=C1988754-FE89-494f-98AC-F1EEB19E21F0
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3.2.11  Remove authentication key from hotlist 
  

 
 
 

Use Case Remove authentication key from hotlist 

Description Rare use case, only for the scheme manager's ESH. The 

authentication key is removed from the hotlist via request to the 

hotlist service. 
 

Note: the authentication key hotlist in the next cycle will no longer 

contain the entry of this authentication key. When the new hotlist 

is requested and distributed to the terminals, the authentication 

key will no longer be considered during the hotlist check. 

Initiating Actor (((eTicket Security Hub 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

uc Remove authentication key from hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Remove authentication key from hotlist

Remove authentication key from hotlist

HLS-S::Remove authentication key from hotlist
(((eTicket Security Hub

«primary»

Synchronous ION use
case processor side

Hotlist Service System

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=5CE6FB84-5B20-4699-B4B5-C5466735E82D
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=E2807600-9247-427e-B518-B8D34C062D9F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=35196DC7-9A3C-4031-A0DB-084A92F20761
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Inputs Remove authentication key from hotlist : 

removeAuthenticationKeyFromHotlist 

Outputs Hotlisting removal processed : 

removeAuthenticationKeyFromHotlistResponse 

Error Cases E_HL_UNAUTHORISED_TO_ADD_TO_OR_REMOVE_FROM_HOTLIST 

E_HL_HOTLIST_ENTRY_NOT_FOUND 

E_HL_HOTLIST_ENTRY_ALREADY_REMOVED 

Remove authentication key from hotlist exception : 

removeAuthenticationKeyFromHotlistException 

Activity Diagram HLS-S::Remove authentication key from hotlist 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=ED002A1B-A6CC-4e9b-9176-81AAA82E2063
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=ED002A1B-A6CC-4e9b-9176-81AAA82E2063
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=8325D844-C99A-4c2f-9692-A35FDC25E9F6
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=8325D844-C99A-4c2f-9692-A35FDC25E9F6
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=FAF272B5-8290-4daa-A970-C8C59CD4B76B
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=5701FD65-20EA-4f7b-9F96-4DAF06C4CC13
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9582F183-9CD6-4248-B6E7-00D4C8983DC5
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=ECB3822D-B13B-4d7e-BC05-86474C5A101E
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=ECB3822D-B13B-4d7e-BC05-86474C5A101E
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=6BF48490-3925-44c9-B758-70E0694B8947
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3.2.12  Add organisation to hotlist 
  

 
 
 

Use Case Add organisation to hotlist 

Description Use case to add an organisation to the organisation hotlist. 

This can only be done by the scheme manager's ESH. 

Note: the organisation hotlist that is compiled in the next hotlist 

cycle will contain the new hotlist entry. When the new hotlist is 

requested and distributed to the terminals, the new entry is taken 

into account when the check against the hotlist is performed. 

Initiating Actor (((eTicket Security Hub 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases Synchronous ION use case processor side 

uc Add organisation to hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Add organisation to hotlist

(((eTicket Security Hub
Hotlist Service System

HLS-S::Add organisation to hotlist

Add organisation to hotlist

«primary»

Synchronous ION use
case processor side

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=85662712-F20D-45d9-B637-E8E6ACF96D41
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=E2807600-9247-427e-B518-B8D34C062D9F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=35196DC7-9A3C-4031-A0DB-084A92F20761
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(Realises) 

Base Activity 

Inputs Add organisation to hotlist : addOrganisationToHotlist 

Outputs Add organisation to hotlist response : 

addOrganisationToHotlistResponse 

Error Cases E_HL_UNAUTHORISED_TO_ADD_TO_OR_REMOVE_FROM_HOTLIST 

E_HL_SCHEME_MANAGER_MAY_NOT_HOTLIST_HIMSELF 

E_HL_HOTLIST_ENTRY_ALREADY_EXISTS 

E_HL_UNKNOWN_ORGANISATION_FOR_HOTLISTING 

Add organisation to hotlist exception : 

addOrganisationToHotlistException 

Activity Diagram HLS-S::Add organisation to hotlist 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=537FA082-56B6-47ad-A137-D8063A4E1885
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=24987829-04A0-4ba6-98FB-EA60F2AA17CD
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=24987829-04A0-4ba6-98FB-EA60F2AA17CD
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=FBFF5754-BDED-40d0-B2DF-FE32727C4515
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=0CF8CBE6-C830-44c1-919F-6D13CFFA82CD
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=D71B3AFB-7595-4f7a-BBCA-B526E38B519A
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=35A2BA0D-C0BE-4bcb-9990-E3A2420EEEB0
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B518BED4-C451-4ec4-AC62-ADE180001AA1
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=B518BED4-C451-4ec4-AC62-ADE180001AA1
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=597A363A-AC32-4df8-AC31-35A2F357686E
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3.2.13  Remove organisation from hotlist 
  

 
 
 

Use Case Remove organisation from hotlist 

Description The requested organisation ID is removed from the organisation 

hotlist. 

Rare use case only performed by the scheme manager's ESH as 

client. 
 

Note: the organisation hotlist in the next cycle will no longer 

contain the entry of this organisation ID. When the new hotlist is 

requested and distributed to the terminals, the organisation ID will 

no longer be considered during the hotlist check. 

Initiating Actor (((eTicket Security Hub 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

uc Remove organisation from hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Remove organisation from hotlist

Remove organisation from hotlist

(((eTicket Security Hub

HLS-S::Remove organisation from hotlist

«primary»

Synchronous ION use
case processor side

Hotlist Service System

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=784C7B71-74E6-446b-921E-3F08E2582D4B
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9A0AA796-FE10-4319-8DAA-F89A1E070B37
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=E2807600-9247-427e-B518-B8D34C062D9F
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=35196DC7-9A3C-4031-A0DB-084A92F20761
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Base Activity 

Inputs Remove organisation from hotlist : removeOrganisationFromHotlist 

Outputs Hotlisting removal processed : 

removeOrganisationFromHotlistResponse 

Error Cases E_HL_HOTLIST_ENTRY_ALREADY_REMOVED 

E_HL_HOTLIST_ENTRY_NOT_FOUND 

E_HL_UNAUTHORISED_TO_ADD_TO_OR_REMOVE_FROM_HOTLIST 

Remove organisation from hotlist exception : 

removeOrganisationFromHotlistException 

Activity Diagram HLS-S::Remove organisation from hotlist 

 

  

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=9024FF71-62C7-49e6-9F02-D3D23099C4A9
https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=65831ABD-C1FC-42e3-A371-C3945DAF4D59
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4 Hotlist Retrieval 
Functionality bundle that covers the use cases for providing hotlists from hotlist service 

perspective. 
 

4.1 Overview 
 

Handle retrieval request for application hotlist 

Handle retrieval request for incremental application hotlist 

Handle verification request for application hotlist updated via increments 

Handle retrieval request for entitlement hotlist 

Handle retrieval request for entitlement hotlist with product information 

Handle retrieval request for incremental entitlement hotlist 

Handle verification request for entitlement hotlist updated via increments 

Handle retrieval request for SAM hotlist 

Handle retrieval request for organisation hotlist 

Handle retrieval request for authentication key hotlist 

Generate current hotlists 
 

4.2 Use Cases 
 

4.2.1  Handle retrieval request for application 

hotlist 
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Use Case Handle retrieval request for application hotlist 

Description After receiving a request for an application hotlist, the hotlist 

service system processes the request by running checks (see 

activity diagram) and creating the current application hotlist as a 

response. 

Initiating Actor Customer Contract Partner Back-Office Main Module 

Service Operator Back-Office Main Module 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Get application hotlist request : getApplicationHotlist 

Outputs Get application hotlist response : getApplicationHotlistResponse 

Error Cases E_HL_STILL_GENERATING_HOTLIST 

Get application hotlist exception : getApplicationHotlistException 

uc Handle retrieval request for application hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle retrieval request for application hotlist

HLS-S::Handle retrieval request for application
hotlist

Hotlist Service System

Service Operator
Back-Office Main

Module

Customer Contract
Partner Back-Office

Main Module
Handle retrieval request for application hotlist

«primary»

Synchronous ION use case
processor side
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Activity Diagram HLS-S::Handle retrieval request for application hotlist 
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4.2.2  Handle retrieval request for incremental 

application hotlist 
  

 
 
 

Use Case Handle retrieval request for incremental application hotlist 

Description After receiving a request for an application incremental  hotlist, the 

hotlist service system processes the request by running checks 

(see activity diagram) and creating the application incremental 

hotlist as a response, which contains changes for relevant 

applications from the given cycle number until the current cycle. 

Note: For performance reasons, incremental hotlists may contain 

additions and removals that cancel each other out. Thus, the 

increments need to be applied in the order they appear on the list. 

Initiating Actor Service Operator Back-Office Main Module 

Customer Contract Partner Back-Office Main Module 

Reacting Actor Hotlist Service System 

Preconditions Partner system already has hotlist inventory. The basic hotlist 

inventory must not be older than a configured period. (Default: 7 

Days) 

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

uc Handle retrieval request for incremental application hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle retrieval request for incremental

application hotlist

Hotlist Service System

{Partner system already has
hotlist inventory. The basic
hotlist inventory must not be
older than a configured
period. (Default: 7 Days) : }

Service Operator
Back-Office Main

Module

Customer Contract
Partner Back-Office

Main Module

Handle retrieval request for incremental
application hotlist

«primary»

Synchronous ION use
case processor side

HLS-S::Handle retrieval request for incremental
application hotlist

«Pre-condition»
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Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Get application incremental hotlist request : 

getIncrementalApplicationHotlist 

Outputs Get application incremental hotlist response : 

getIncrementalApplicationHotlistResponse 

Error Cases E_HL_STILL_GENERATING_HOTLIST 

E_CO_CYCLE_NUMBER_UNKNOWN_OR_TOO_OLD 

Get application incremental hotlist exception : 

getIncrementalApplicationHotlistException 

Activity Diagram HLS-S::Handle retrieval request for incremental application hotlist 
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4.2.3  Handle verification request for application 

hotlist updated via increments 
  

 
 
 

Use Case Handle verification request for application hotlist updated via 

increments 

Description The hotlist service system (HLS-S) retrieves an application hotlist 

list cycle reference together with the caller's computed checksum 

in the input and computes the check sum over the full application 

hotlist that is referenced by list cycle in the request.  

The HLS-S asserts the equality of the internally and externally 

computed checksum and reports the result back to the requestor. 

See also Checksum calculation for hotlist and action list verification 

and Example calculation for an application hotlist inventory. 

Initiating Actor Customer Contract Partner Back-Office Main Module 

Service Operator Back-Office Main Module 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

uc Handle verification request for application hotlist updated via increments

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle verification request for application

hotlist updated via increments

Handle verification request for application
hotlist updated via increments

HLS-S::Handle verification request for application
hotlist updated via increments

Hotlist Service System

Customer Contract
Partner Back-Office

Main Module

Service Operator
Back-Office Main

Module

«primary»

Synchronous ION use
case processor side
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Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Verify application hotlist updated via increments : 

verifyApplicationHotlistUpdatedViaIncrements 

Outputs Verify application hotlist updated via increments response : 

verifyApplicationHotlistUpdatedViaIncrementsResponse 

Error Cases E_CO_INCORRECT_CHECKSUM 

E_CO_CYCLE_NUMBER_UNKNOWN_OR_TOO_OLD 

Verify application hotlist updated via increments exception : 

verifyApplicationHotlistUpdatedViaIncrementsException 

Activity Diagram HLS-S::Handle verification request for application hotlist updated 

via increments 
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4.2.4  Handle retrieval request for entitlement 

hotlist 
  

 
 
 

Use Case Handle retrieval request for entitlement hotlist 

Description After receiving a request for an entitlement hotlist, the hotlist 

service system processes the request by running checks (see 

activity diagram) and creating the current entitlement hotlist as a 

response. 

Initiating Actor Service Operator Back-Office Main Module 

Customer Contract Partner Back-Office Main Module 

Product Owner Back-Office Main Module 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

uc Handle retrieval request for entitlement hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle retrieval request for entitlement

hotlist

Hotlist Service System
Service Operator
Back-Office Main

Module

Customer Contract
Partner Back-Office

Main Module

Handle retrieval request for entitlement
hotlist

«primary»

Synchronous ION use
case processor side

HLS-S::Handle retrieval request for
entitlement hotlist

Product Owner
Back-Office Main

Module
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Inputs Get entitlement hotlist request : getEntitlementHotlist 

Outputs Get entitlement hotlist response : getEntitlementHotlistResponse 

Error Cases E_HL_STILL_GENERATING_HOTLIST 

Get entitlement hotlist exception : getEntitlementHotlistException 

Activity Diagram HLS-S::Handle retrieval request for entitlement hotlist 
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4.2.5  Handle retrieval request for entitlement 

hotlist with product information 
  

 
 
 

Use Case Handle retrieval request for entitlement hotlist with product 

information 

Description After receiving a request for an entitlement hotlist with product 

information, the hotlist service system processes the request by 

running checks (see activity diagram) and creating the current 

entitlement hotlist with product information as a response.  

In contrast to Handle retrieval request for entitlement hotlist, each 

hotlist entry contains additional information about the product (see 

ProductId). 

Initiating Actor Service Operator Back-Office Main Module 

Customer Contract Partner Back-Office Main Module 

Product Owner Back-Office Main Module 

Reacting Actor Hotlist Service System 

Preconditions  

uc Handle retrieval request for entitlement hotlist with product information

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle retrieval request for entitlement hotlist

with product information

Hotlist Service System

Handle retrieval request for entitlement hotlist
with product information

Service Operator
Back-Office Main

Module

Customer Contract
Partner Back-Office

Main Module

«primary»

Synchronous ION use case
processor side

HLS-S::Handle retrieval request for entitlement
hotlist with product information

Product Owner
Back-Office Main

Module
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Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Get entitlement with product hotlist request : 

getEntitlementWithProductHotlist 

Outputs Get entitlement with product hotlist response : 

getEntitlementWithProductHotlistResponse 

Error Cases E_HL_STILL_GENERATING_HOTLIST 

Get entitlement with product hotlist exception : 

getEntitlementWithProductHotlistException 

Activity Diagram HLS-S::Handle retrieval request for entitlement hotlist with 

product information 
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4.2.6  Handle retrieval request for incremental 

entitlement hotlist 
  

 
 
 

Use Case Handle retrieval request for incremental entitlement hotlist 

Description After receiving a request for an entitlement incremental hotlist, the 

hotlist service system processes the request by running checks 

(see activity diagram) and creating the incremental entitlement 

hotlist as a response, which contains changes for relevant 

entitlements from the given cycle number until the current cycle. 

Note: For performance reasons, incremental hotlists may contain 

additions and removals that cancel each other out. Thus, the 

increments need to be applied in the order they appear on the list. 

Initiating Actor Customer Contract Partner Back-Office Main Module 

Service Operator Back-Office Main Module 

Product Owner Back-Office Main Module 

Reacting Actor Hotlist Service System 

Preconditions Partner system already has hotlist inventory. The basic hotlist 

inventory must not be older than a configured period. (Default: 7 

Days) 

Postconditions  

uc Handle retrieval request for incremental entitlement hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle retrieval request for incremental

entitlement hotlist

Hotlist Service System

{Partner system already has
hotlist inventory. The basic
hotlist inventory must not be
older than a configured
period. (Default: 7 Days) : }

Handle retrieval request for incremental
entitlement hotlist

Customer Contract
Partner Back-Office

Main Module

Service Operator
Back-Office Main

Module

«primary»

Synchronous ION use
case processor side

HLS-S::Handle retrieval request for incremental
entitlement hotlist

Product Owner
Back-Office Main

Module

«Pre-condition»
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Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Get entitlement incremental hotlist request : 

getIncrementalEntitlementHotlist 

Outputs Get incremental entitlement hotlist response : 

getIncrementalEntitlementHotlistResponse 

Error Cases E_HL_STILL_GENERATING_HOTLIST 

E_CO_CYCLE_NUMBER_UNKNOWN_OR_TOO_OLD 

Get entitlement incremental hotlist exception : 

getIncrementalEntitlementHotlistException 

Activity Diagram HLS-S::Handle retrieval request for incremental entitlement hotlist 
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4.2.7  Handle verification request for entitlement 

hotlist updated via increments 
  

 
 
 

Use Case Handle verification request for entitlement hotlist updated via 

increments 

Description The HLS-S retrieves an entitlement hotlist reference together with 

the caller's computed checksum in the input and computes the 

check sum over the full entitlement hotlist that belongs to the 

reference of the request. 
 

The HLS-S asserts the equality of the internally and externally 

computed checksum and reports the result back to the requestor. 

See also Checksum calculation for hotlist and action list verification 

and Example calculation for an entitlement hotlist inventory. 

uc Handle verification request for entitlement hotlist updated via increments

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle verification request for

entitlement hotlist updated via increments

Handle verification request for
entitlement hotlist updated via

increments

HLS-S::Handle verification request for
entitlement hotlist updated via increments

Product Owner
Back-Office Main

Module

Service Operator
Back-Office Main

Module

Customer Contract
Partner Back-Office

Main Module

Hotlist Service System

«primary»

Synchronous ION use
case processor side
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Initiating Actor Customer Contract Partner Back-Office Main Module 

Service Operator Back-Office Main Module 

Product Owner Back-Office Main Module 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Verify entitlement hotlist updated via increments : 

verifyEntitlementHotlistUpdatedViaIncrements 

Outputs Verify entitlement hotlist updated via increments response : 

verifyEntitlementHotlistUpdatedViaIncrementsResponse 

Error Cases E_CO_CYCLE_NUMBER_UNKNOWN_OR_TOO_OLD 

E_CO_INCORRECT_CHECKSUM 

Verify entitlement hotlist updated via increments exception : 

verifyEntitlementHotlistUpdatedViaIncrementsException 

Activity Diagram HLS-S::Handle verification request for entitlement hotlist updated 

via increments 
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4.2.8  Handle retrieval request for SAM hotlist 
  

 
 
 

Use Case Handle retrieval request for SAM hotlist 

Description After receiving a request for a SAM hotlist, the hotlist service 

system processes the request by running checks (see activity 

diagram) and creating the current SAM hotlist as a response. 

Initiating Actor Customer Contract Partner Back-Office Main Module 

Service Operator Back-Office Main Module 

Product Owner Back-Office Main Module 

Media Management System 

(((eTicket Security Hub 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

uc Handle retrieval request for SAM hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle retrieval request for SAM hotlist

Hotlist Service System

Handle retrieval request for SAM hotlist

Customer Contract
Partner Back-Office

Main Module

Service Operator
Back-Office Main

Module

«primary»

Synchronous ION use case
processor side

HLS-S::Handle retrieval request for SAM hotlist

Product Owner
Back-Office Main

Module

Media Management
System

(((eTicket Security Hub
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Inputs Get SAM hotlist request : getSamHotlist 

Outputs Get SAM hotlist response : getSamHotlistResponse 

Error Cases E_HL_STILL_GENERATING_HOTLIST 

Get SAM hotlist exception : getSamHotlistException 

Activity Diagram HLS-S::Handle retrieval request for SAM hotlist 
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4.2.9  Handle retrieval request for organisation 

hotlist 
  

 
 
 

Use Case Handle retrieval request for organisation hotlist 

Description After receiving a request for an organisation hotlist, the hotlist 

service system processes the request by running checks (see 

activity diagram) and creating the current organisation hotlist as a 

response. 

Initiating Actor Customer Contract Partner Back-Office Main Module 

Service Operator Back-Office Main Module 

Product Owner Back-Office Main Module 

(((eTicket Security Hub 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

uc Handle retrieval request for organisation hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle retrieval request for organisation hotlist

Hotlist Service System

Customer Contract
Partner Back-Office

Main Module

Service Operator
Back-Office Main

Module

Handle retrieval request for organisation hotlist

«primary»

Synchronous ION use case
processor side

HLS-S::Handle retrieval request for organisation hotlist

Product Owner
Back-Office Main

Module

(((eTicket Security Hub
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Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Get organisation hotlist request : getOrganisationHotlist 

Outputs Get organisation hotlist response : getOrganisationHotlistResponse 

Error Cases E_HL_STILL_GENERATING_HOTLIST 

Get organisation hotlist exception : 

getOrganisationHotlistException 

Activity Diagram HLS-S::Handle retrieval request for organisation hotlist 
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4.2.10  Handle retrieval request for authentication 

key hotlist 
  

 
 
 

Use Case Handle retrieval request for authentication key hotlist 

Description After receiving a request for an authentication key hotlist, the 

hotlist service system processes the request by running checks 

(see activity diagram) and creating the current authentication key 

hotlist as a response. 

Initiating Actor Customer Contract Partner Back-Office Main Module 

Service Operator Back-Office Main Module 

(((eTicket Security Hub 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

uc Handle retrieval request for authentication key hotlist

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle retrieval request for authentication

key hotlist

Hotlist Service System

Customer Contract
Partner Back-Office

Main Module

Handle retrieval request for authentication
key hotlist

Service Operator
Back-Office Main

Module

«primary»

Synchronous ION use case
processor side

HLS-S::Handle retrieval request for
authentication key hotlist

(((eTicket Security Hub
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Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Get authentication key hotlist request : 

getAuthenticationKeyHotlist 

Outputs Get authentication key hotlist response : 

getAuthenticationKeyHotlistResponse 

Error Cases E_HL_STILL_GENERATING_HOTLIST 

Get authentication key hotlist exception : 

getAuthenticationKeyHotlistException 

Activity Diagram HLS-S::Handle retrieval request for authentication key hotlist 
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4.2.11  Generate current hotlists 
  

 
 
 

Use Case Generate current hotlists 

Description Current hotlist inventories are generated and stored in the 

database for a later hotlist compilation when requested. 

Initiating Actor  

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

 

Base Activity 

Inputs  

Outputs  

Error Cases  

Activity Diagram HLS-S::Generate current hotlists 

 

uc Generate current hotlists

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Generate current hotlists

HLS-S::Generate current hotlists Hotlist Service System

Generate current hotlists
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5 Hotlist Service Configuration 
Functionality bundle that covers all use cases for the configuration of the hotlist service. 
 

5.1 Overview 
 

Handle request to add product acceptance entry to hotlist service configuration 

Handle request to remove product acceptance entry from hotlist service configuration 

Handle request to remove product acceptance from participants 

Handle request for product acceptance configuration list 

Retrieve and distribute organisation list 
 

5.2 Use Cases 
 

5.2.1  Handle request to add product acceptance 

entry to hotlist service configuration 
  

 
 
 

uc Handle request to add product acceptance entry to hotlist service configuration

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«support»
Handle request to add product acceptance

entry to hotlist service configuration

HLS-S::Handle request to add product to
hotlist configuration

Handle request to add product acceptance
entry to hotlist service configuration

Hotlist Service
System

«primary»

Synchronous ION use
case processor side

Product Owner
Back-Office Main

Module



                        

 

Hotlist Service System Specification (((etiCORE 

                             

www.eticket-deutschland.de     61 of 72 

Use Case Handle request to add product acceptance entry to hotlist service 

configuration 

Description The hotlist service system receives a request to add a product 

acceptance entry to its configuration. Only product owners are 

allowed to add an acceptance configuration for their own products. 

This configuration is used to filter product-based hotlist entries to 

only consider products that are accepted by the receiving 

organisation. 
 

Please note that interoperable products are not allowed to be in 

the configuration list. 

Initiating Actor Product Owner Back-Office Main Module 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Add product acceptance configuration : 

addProductAcceptanceConfiguration 

Outputs Add product acceptance configuration response : 

addProductAcceptanceConfigurationResponse 

Error Cases E_HL_UNKNOWN_ORGANISATION_FOR_PRODUCT_ACCEPTANCE 

E_HL_PRODUCT_ACCEPTANCE_ALREADY_EXISTS 

E_HL_INTEROPERABLE_PRODUCT_NOT_ALLOWED_IN_PRODUCT_

ACCEPTANCE 

Add product acceptance configuration exception : 

addProductAcceptanceConfigurationException 

Activity Diagram HLS-S::Handle request to add product to hotlist configuration 
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5.2.2  Handle request to remove product 

acceptance entry from hotlist service configuration 
  

 
 
 

Use Case Handle request to remove product acceptance entry from hotlist 

service configuration 

Description The hotlist service system receives a request to remove a product 

acceptance entry from its configuration.  

Only product owners are allowed to remove an acceptance 

configuration for their own products. This configuration is used to 

filter product-based hotlist entries to only consider products that 

are accepted by the receiving organisation. 

Initiating Actor Product Owner Back-Office Main Module 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

uc Handle request to remove product acceptance entry from hotlist service configuration

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«support»
Handle request to remove product

acceptance entry from hotlist service
configuration

HLS-S::Handle request to remove product
acceptance entry from hotlist service

configuration

Handle request to remove product
acceptance entry from hotlist service

configuration

Hotlist Service
System

«primary»

Synchronous ION use
case processor side

Product Owner
Back-Office Main

Module
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Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Remove product acceptance configuration : 

removeProductAcceptanceConfiguration 

Outputs Remove product acceptance configuration response : 

removeProductAcceptanceConfigurationResponse 

Error Cases E_HL_UNKNOWN_PRODUCT_ACCEPTANCE 

Remove product acceptance configuration exception : 

removeProductAcceptanceConfigurationException 

Activity Diagram HLS-S::Handle request to remove product acceptance entry from 

hotlist service configuration 
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5.2.3  Handle request to remove product 

acceptance from participants 
  

 
 
 

Use Case Handle request to remove product acceptance from participants 

Description The hotlist service system receives a request to remove all 

acceptance entries for a product from its configuration for all 

acceptance candidates.  

Only product owners are allowed to remove an acceptance 

configuration for their own products. The request contains a 

product expiry date which must be taken into account when 

handling the request. 

Initiating Actor Product Owner Back-Office Main Module 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

uc Handle request to remove product acceptance from participants

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«support»
Handle request to remove product acceptance from

participants

«primary»

Synchronous ION use
case processor side

HLS-S::Handle request to remove product acceptance from
participantsProduct Owner

Back-Office Main
Module

Hotlist Service
System

Handle request to remove product acceptance from
participants
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Base Activity 

Inputs Remove product acceptance from participants : 

removeProductAcceptanceFromParticipants 

Outputs Remove product acceptance from participants response : 

removeProductAcceptanceFromParticipantsResponse 

Error Cases E_HL_UNKNOWN_PRODUCT_ACCEPTANCE 

E_HL_PRODUCT_EXPIRY_DATE_TOO_FAR 

Remove product acceptance from participants exception : 

removeProductAcceptanceFromParticipantsException 

Activity Diagram HLS-S::Handle request to remove product acceptance from 

participants 
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5.2.4  Handle request for product acceptance 

configuration list 
  

 
 
 

Use Case Handle request for product acceptance configuration list 

Description The hotlist service system provides its product acceptance 

configuration as a compressed list of product acceptance entries. 

Initiating Actor Product Owner Back-Office Main Module 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Get product acceptance configuration list : 

getProductAcceptanceConfigurationList 

uc Handle request for product acceptance configuration list

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

Hotlist Service
System

«primary»

Synchronous ION use
case processor side

Handle request for product acceptance configuration
list

HLS-S::Handle request for product acceptance
configuration list

Handle request for product acceptance
configuration list

Product Owner
Back-Office Main

Module
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Outputs Get product acceptance configuration list response : 

getProductAcceptanceConfigurationListResponse 

Error Cases Get product acceptance configuration list exception : 

getProductAcceptanceConfigurationListException 

Activity Diagram HLS-S::Handle request for product acceptance configuration list 
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5.2.5  Retrieve and distribute organisation list 
  

 
 
 

Use Case Retrieve and distribute organisation list 

Description The registrar, as part of the scheme manager, provides a list of 

organisations. 

This list can be retrieved by all participants daily. 

An organisation list is distributed to the terminals by CCP and SO.  

Please note that the list does not involve any IP addresses of the 

organisations due to data protection. 

Initiating Actor  

Reacting Actor Customer Contract Partner Back-Office Main Module 

Service Operator Back-Office Main Module 

Product Owner Back-Office Main Module 

Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases Update organisation list 

uc Retrieve and distribute organisation list

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Retrieve and distribute organisation list

«primary»

Process retrieval
request for

organisation list

Retrieve and distribute organisation list

BO-Main, HLS-S::Retrieve and distribute
organisation list

Service Operator
Back-Office Main

Module

Customer Contract
Partner Back-Office

Main Module

Product Owner
Back-Office Main

Module

Hotlist Service System

«primary»

Synchronous ION use
case initiator side

«primary»

Update organisation
list

«extend»

«include»
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(Extended By) 

Linked Use Cases 

(Includes) 

Process retrieval request for organisation list 

Linked Use Cases 

(Realises) 

Synchronous ION use case initiator side 

Base Activity 

Inputs  

Outputs  

Error Cases  

Activity Diagram BO-Main, HLS-S::Retrieve and distribute organisation list 
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6 Hotlist Reports 
Functionality bundle that covers the available reports provided by the hotlist service. 
 

6.1 Overview 
 

Handle retrieval request for unclaimed list information 
 

6.2 Use Cases 
 

6.2.1  Handle retrieval request for unclaimed list 

information 
  

 
 
 

Use Case Handle retrieval request for unclaimed list information 

Description The hotlist service system creates and sends the unclaimed list 

information to the requesting PO.  

The hotlist service system gathers the information for all related 

uc Handle retrieval request for unclaimed list information

Mandatory Use Case

Optional Use Case

Out-of-Scope Use Case

Tariff-Driven Use Case

Use Case Diagram Legend

«primary»
Handle retrieval request for unclaimed list

information

Handle retrieval request for unclaimed list
information

HLS-S::Handle retrieval request for unclaimed list
information

«primary»

Synchronous ION use
case processor side

Product Owner
Back-Office Main

Module

Hotlist Service System

(((eTicket Security
Hub

https://modell.eticket-deutschland.de/3.0.0-rc.6/EA/?guid=FBDE1DFF-A552-4247-A7C6-608ADDCEFDC7


                        

 

Hotlist Service System Specification (((etiCORE 

                             

www.eticket-deutschland.de     71 of 72 

acceptance candidates of the PO's products. 

For each candidate, the period of the passed list cycle until the 

current list cycle is examined. All unclaimed list information per 

cycle per candidate is returned. 

The list is empty if all acceptance candidates have collected their 

lists regularly. 

Initiating Actor Product Owner Back-Office Main Module 

(((eTicket Security Hub 

Reacting Actor Hotlist Service System 

Preconditions  

Postconditions  

Linked Use Cases 

(Extended By) 

 

Linked Use Cases 

(Includes) 

 

Linked Use Cases 

(Realises) 

Synchronous ION use case processor side 

Base Activity 

Inputs Get unclaimed list information : getUnclaimedListInformation 

Outputs Get unclaimed list information response : 

getUnclaimedListInformationResponse 

Error Cases E_CO_CYCLE_NUMBER_UNKNOWN_OR_TOO_OLD 

Get unclaimed list information exception : 

getUnclaimedListInformationException 

Activity Diagram HLS-S::Handle retrieval request for unclaimed list information 
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